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PRESERVING AUTHENTIC DIGITAL RECORDS

What does this mean?

(Hint: its more than online access
or backing up to tape)




Preserve digital records of enduring legal,
historical or fiscal value and protect them from
loss, alteration, deterioration and technological
obsolescence while maintaining them in a
trustworthy state within an environment
independent from that which produced the
record; partner with agencies to reduce their
burden of managing inactive digital records;
and make said records that are disclosable by
law accessible to the public 24x7x365.



Presenter
Presentation Notes
That starts with the HOW the records are transferred to the Archives





= Freedom of Information delineates the public’s right to open access to records:

“In a democracy, the people are vested with the ultimate decision-
making power. Government agencies exist to aid the people in the
formation and conduct of public policy. Opening up the government
processes to public scrutiny and participation is the only viable and
reasonable method of protecting the public's interest. Therefore the
legislature declares that it is the policy of this State that the formation
and conduct of public policy--the discussions, deliberations,
decisions, and action of government agencies--shall be conducted as
openly as possible.” [§92F-2]

@



FEDERAL RULES OF EVIDENCE: RULE

Hersey Exemptions:

303(6)

Records of regularly conducted activity. A
memorandum, report, record, or data compilation, in
any form, of acts, events, conditions, opinions, or
diagnoses, made ... if kept in the course of a
regularly conducted business activity... all as shown
by the testimony of the custodian or other qualified
witness, or by certification ...unless the source of
information or the method or circumstances of
preparation indicate lack of trustworthiness.
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Presentation Notes
How can you demonstratively provide evidence of trustworthiness? Authentic Reliable and Accurate… Authentic we can cover




Presenter
Presentation Notes
But to do so requires a dramatic shift in how we view ourselves


NEW PARADIGM

= Shift from Paper to Electronic more than just format
= Different process of creation

= Storage more fluid
= More easily corrupted
= Shorter useful ‘lifecycle’

= Greater potential
= Search
= Extract metadata
= Validation of integrity




Role of the Archives

Above all,

The physical and moral defence of documentary evidence
of activity (Jenkinson 1922)

Involves not only the object itself, but also protecting:
 Naturalness (produced as a by-product of activity)
* Interrelatedness (gain meaning from each other)
 Impartiality (free of external influence)
e Uniqueness (derived from context)
e Authenticity (uncorrupted)




RAUTHENTICITY IN THE DIGITAL AGE

Maintaining integrity does not necessary mean
authenticity, while it is an important part there is something
more...

Authenticity requires understanding the identity:
= Determine one version from another

» Sender from receiver, draft from final

For a record to be “what it purports to be” requires
understanding of intent and context of creation, collection and
handling (chain and process of custody)



Presenter
Presentation Notes
One can preserve the integrity of a forgery, yet doing so does not make it authentic


IDENTITY AND INTEGRITY ARE
ESSENTIAL ATTRIBUTES TO CAPTURE

Name of person creating Name of person handling

Date of Creation Name of custodian

Matter or Action Indication of annotation

Relationship to other records Technical changes

Documentary form Presence of digital
signature

Digital Signature Location of duplicates

Name of person responsible Hash value
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Presentation Notes
As articulated in the Benchmark Requirements Supporting the Presumption of Authenticity of Electronic Records A.1


In CONGRESS. Juy 4, 1776,

Cife ittt 1tons Declarafion i s we States of Mamerica,

-
it et o i 1 s sy o on fopd o e Ml i o connectl o an e, amd
g sisseng die frvess of i vaid ﬁ?@,«m g it i e daie ' N ad i o swtith A, bt et ol e of win s tegento it iy
il e e s il s B et plancdion . Ho o oo it o, vty it s e sl gunts Hiat Wy ase enatowd by i G
s aidoin terr i tonanidl .AE;,?,{,:{., Tt ameny S aie 4yt J'J‘I-;'-r’/y M_,/,f/,:-/j,,,_,,,,;ﬂ(},',ﬂ‘jj/g\;,ﬁ_ That o fhasie Lieat- @ﬁ,ﬁmmm&uzf ate-sntitidel ameng Al .fém'wa}w rﬂfm;,m\f*
flnniea o i oot Bl goreineed — i./ winieres ng Fo f Goritnmnd coni dhadiiedon: g o cnd, i o e gt g/ i Hopi ot evd adedioit £, .ma!&g:mzr&- e
e ,a;,.;, i i o e, e o cugansioy s s it e o e oo ucul iy oo h- gt anel. d’?ﬂ/if&ﬁ- Sy, maled
i itk el Goveenmarntl dong J-'A-‘A’Mﬂ//ﬁ;m{/ma/(b" f/&.qy,w//n'w' ff;w‘/ e mv;/iv,wmr.!‘fwmgﬁr MAWM»«’ n."’m’a{;%wm Aot el mm-@mﬂ/@: ed,:w#
D ke ny-‘n i, daase do pegy v P A .&/q -(/v'-xffr.fni.)w,r /A“é/qm.r & godiecd qu/f(.m- ceeratinmed s \ﬁM({p&)a-ﬂéJyﬂfﬁi;‘d- g/ar&\n-‘m mnxg,rf etbimma (Mw'y r»'t-"wfr;rﬁf Afém’wj ;‘{
vt o dhonpre (0 sedheee Bisvir sovesibe il .‘f]w,«»m-m s of el e m}/.»éf’,f;’."ﬁ k-t o Ao agfownedl Ao eitrinet?  ensbab Aoviadomseteo o atedl gt sk fidete. frasiidy . — Shardl- fiat
due dht fuadind e oo dodiins amd i s e dhe syl ctiad consdioivs v o iedtu: Bl fousmie Aytos of Gvesnmend. T Kestsiy-uf e st é"ff'&f'f?"-’"f,aé
Bk i ey g endi hyiis aond sqguhodins, o siaring o el it i ofisionsnd of an-adoodat- yunng-cvee ot T fuove- T ol e b fub el o 2
wnild s LT Tt e s /r;mm@..,,/é st etadesenne s wcasghasy g B flastié 7 T o ludidibn s Govconrs ofgf Do of el
andlfiafuing ifectine mjy:y,;m.,{/nu e tevation. #il dai ;,;-.iw/ ianild & i anal s gt dedos ity nepdcbel 1o adine delline A fas sfind
i i 0o

it fhaghit- cwendl sodimgonsil o viii ot Ay ik odhgisihiine, o gt singshinadti. fodfiom and emidid "

i ethie- s o ewmommondative - digo. i of fhoh s nd i ;
& st ndy. Hi s cath gl it doutis atfidaes oionrd . il o o flom zéﬁnv@fﬁi"-ﬁr@':ﬁ@.ﬁ i Al e ,,?ag;w;.m«m ok
omfdianar e s et i, Tt foas ff‘kM-.»{r/r).‘%ﬁe. Koo (:‘{{ﬂﬂf‘d{y,/ﬁ y /Mf:;um)f ..mn.»?"( ﬁl.iw.ajdfx: v fhases v Mo egide o i e " u/‘-',/an‘u wmf,ﬂ;

/f-):iﬁ ot} iinadly -\A-;vfj.fa.é.-'r/:&’fwm. ﬁ}:-zﬁuz\}i g&?ﬂamﬂ?é&, et aitrmeal e il /5:;/1/& ieet - aretsese s fhie oot sessian

gy it ot swodl. Flickltime, -t canwie olirs

" Rt

gt sie e m;f;" donnt A%audﬁa//}ﬁe :r?xa’m?t;ma;ym
& y{n

e e AL MO | AR POR T EESFE R i LN

it chroorliitiin ;y" el g}r wnirf Ao Fe oo e ot

a,,z/g?,wﬁ.%/&.; wndiits . Job v w‘.ie b i = I T
s oo o /_..e,,ﬁm,rf:pe s oot He Lot o0 = -
i i e ey S R n"..;".fl- A TR ';*ff’.":f.i B ) fq'ﬁ:.'-;"é‘ Leridecdiae

armed o) mm;;( ] fuctiatug Hicns by e s

ot ik il wdlffonde of e cvedd - — Tt ginfivecny Jia

v ﬂ'ﬁ;'ﬁr(:ff-/;i/&t«{'ar L - r(d;v'&\/n:':;/q' e /

vo o et adonee woamampd «Wc,,{,,ﬂmm/ o ast

adltgn /r'm/mmm’m} Ao iAo ?v':wa Gpovcinmicrnts; — 5

I o Gorivnmond e b dodising s ol

b fhopit . TI vt s sty donge i
Joaey /\Tﬁmﬁ&\/ o fir e daeoisnas g, et ity sniocst o

Ao Conaiys, odbcomn- ot awveloniss gfthini grsimds Sl Mhcels
titiacitends oo flo i, B mes il hrelane olsvges, wheved

trave biiinad fou Rodiafe oin s sk dismnbidhsmns . G o
0 il e e vt ofa fie flsple . Nt fiave de forw-ros

i onei- s, S s msnalel Fhom of e caom

byttt of et commons-otsloe 1o dhiuivmss fioe /z/b/a

~¢;ny b O il Hasefre, wegmissor i e moeyf

 Bvtsfore, o Repeseridiativn of dto e

Aiitins, 06, it il 8y oiendly of e jm/c;é?m e

510080 Ht iy e A floms il llegsve i i
fhad s .%«u}nd’duéﬁm end At /ri;/y fmffﬁﬂv ]
s iy 7‘::;‘,{4 o Ard o e it - .__.-f .__I::;:""
Z vil
-
S

= ——

oy R e
Vi .fﬁw‘/xu

Fhiedlinr. /Zm;;,rzs r/;“’f?lv{ bf;m 1
,é,,m Siact._ 0t r :I
g’/:‘f(mmz, f IIH- .t-ﬂ

binag s

7 fy -,-'"..-'5"!-.#-".‘ bﬁﬁf:}

Gl fernae o

V= “ffﬁ}.f;mﬁ E:fﬁ'fr;,ffi;f :‘fgh‘ ﬁﬂ |




IN CONGRESS, JULY 4, 1776
The unanimous Declaration of the thirteen united States of America

When in the Course of human events it becomes necessary for one people to dissolve the political bands which have connected them with another and to
assume among the powers of the earth, the separate and equal station to which the Laws of Nature and of Nature's God entitle them, a decent respect to the
opinions of mankind requires that they should declare the causes which impel them to the separation.

We, therefore, the Representatives of the united States of America, in General Congress, Assembled, appealing to the Supreme Judge of the world for the
rectitude of our intentions, do, in the Name, and by Authority of the good People of these Colonies, solemnly publish and declare, That these united Colonies are,
and of Right ought to be Free and Independent States, that they are Absolved from all Allegiance to the British Crown, and that all political connection between
them and the State of Great Britain, is and ought to be totally dissolved; and that as Free and Independent States, they have full Power to levy War, conclude Peace,
contract Alliances, establish Commerce, and to do all other Acts and Things which Independent States may of right do. — And for the support of this Declaration,
with a firm reliance on the protection of Divine Providence, we mutually pledge to each other our Lives, our Fortunes, and our sacred Honor.

— John Hancock

New Hampshire:
Josiah Bartlett, William Whipple, Matthew Thornton

Massachusetts:
John Hancock, Samuel Adams, John Adams, Robert Treat Paine, Elbridge Gerry

Rhode Island:
Stephen Hopkins, William Ellery

Connecticut:
Roger Sherman, Samuel Huntington, William Williams, Oliver Wolcott







NEW PROCESS

To reap the greatest benefit, provide strong security = new way of ‘doing
business’:

= Evolution of current archival processes to leverage technology, cutting edge
research

= Digital Records cannot simply be ‘dropped off’
= Interrelatedness, creation process much more complex
= Requires more preparation in advance of transfer
= BUT, one time effort* (*until things change)
= Starts with Digital Transmittal Agreement
= Then Records Transmittal Plan
= Then Testing
= Finally, all systems ‘Go’




BASED ON INTERNATIONAL STANDARDS

=[SO 14721: Open Archival Information Systems

= InterPARES — twelve year research project at U of British
Columbia

= Pittsburg Project — Research out of UPitt regarding Literary
Warrant

» Diplomatics — 17™" century science of document analysis
and interrogation

= BagIT, METS, PREMIS, JPEG2000, ARK




DIGITAL PRESERVATION... THE LONG VIEW

= Digital Preservation REQUIRES migration and conversion

= Digital preservation is a continual process
= Research

= Constant verification of integrity
= Test of upgrade options
= Verification of upgrades
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